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Abstract

The Internet of Things (loT) is a system concept that incorporate
many IT and, for some applications, OT technologies.

loT systems are network intensive, and data driven.

The processing of this data, through advanced analytics and
Digital Twin technologies, provide value and enable a ‘'smarter’ world.

This presentation will outline ISO/IEC JTC 1/SC 41
standardization status and strategy on loT and Digital Twin.
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01. Introduction to loT & Digital Twin

ISO/IEC Definition of loT (ISO/IEC 20924)

3.2.8
Internet of Things

loT
infrastructure of interconnected entities, people, systems and information resources
together with services which processes and reacts to information from the physical

and virtual world

loT is not a technology !
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01. Introduction to loT & Digital Twin

What value does loT bring ?
Among many things:

The ability for an entity (human or machine) to make a decision
using ‘real-time’ and historical data (patterns,..) and act oniit.

Smart Smart Smart Smart

Role of loT = Smart Everything Everywhere @ = O @ ‘ fﬁ"?‘fmﬁw

Smart 5 Smart
payments : buildings
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01. Introduction to loT & Digital Twin

loT - A Distributed, Network centric System or System of Systems (SoS)
HEEEE. . - l -
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Data Center, Cloud

Hosting loT analytics

IP/MPLS, Security,
QoS, Mutticast
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01. Introduction to loT & Digital Twin

loT — Data Intensive system

* loT systems consist of interconnected devices and sensors that continuously collect,
transmit, and sometimes analyze data. This naturally makes them highly data-driven

* loT is a Data-Intensive System
- Massive Data Generation often in real-time
- High Frequency & Volume of data transmission
- Variety of Data handling : structured (e.g. temperature readings) and
unstructured data (e.g. video streams)
- Need for Real-Time Processing
- Storage and Analytics Demands : often in cloud or edge
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01. Introduction to loT & Digital Twin

ISO/IEC Definition of Digital Twin (ISO/IEC 20924)

3.3.4

digital twin

DTw

digital representation of a target entity with data connections that enable convergence
between the physical and digital states at an appropriate rate of synchronization

Note 1 to entry: Digital twin has some or all of the capabilities of connection, integration,
analysis, simulation, visualization, optimization, collaboration, etc.

Note 2 to entry: Digital twin can provide an integrated view throughout the life cycle of the
target entity.
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01. Introduction to loT & Digital Twin

About DTw

« According to Gartner and Deloitte, a digital twin as a digital representation of a real-world
entity or system, it is an evolving digital profile of the historical and current behavior of a
physical object or process.

* The implementation of a digital twin is an encapsulated software object or model that
mirrors a unique physical object, process, organization, person or other abstraction. The
digital twin is thus based on massive, cumulative, real-time, real-world data
measurements across an array of dimensions.

 Data from multiple digital twins can be aggregated for a composite view across a number
of real-world entities, such as a ship, a bridge, a building, a factory, a supply-chain or a city.

 Mirroring is done through synchronization using data streams. The data streams are
generated by sensors, but also transactions and other sources (virtual sensors).

-10 -
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01. Introduction to loT & Digital Twin

Horizontality of DTw

Real Machine

-11 -
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01. Introduction to loT & Digital Twin

Double ‘horizontality’

Therefore, JTC 1/SC41 can be considered as being double ‘horizontal’
by regard to:

- technologies used in loT and DTw systems

- application domains or sectors

-12 -
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01. Introduction to loT & Digital Twin

‘Technologies’ found in loT and DTw systems

* loT architectures (JTC 1/SC 41)

« Operational Technologies (IEC/TC 65)

* Digital Twin (JTC 1/SC 41)

» Sensors, actuators, tags (IEC/TC 44, 47, 49, 65, 72, 86/SC 86C, 124; JTC 1/SC 3; ISO/TC
211: ..)

» Wearables (IEC/TC 124)

* Networks... (JTC1/SC 6, IEC/TC 65, ITU-T,..)

 Cloud computing (JTC 1/SC 38)

* Big Data (JTC 1/SC 42)

« Al (JTC 1/SC42)

» Cybersecurity (JTC 1/SC 27)

 Security and privacy technologies (JTC 1/SC 44 & JTC 1/SC 27)

» Software and Systems Engineering (JTC 1/SC7)

i [ XX X3 -13 -
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02. Introduction to ISO/IEC JTC 1/SC 41

ISO/IEC JTC 1/SC 41 loT and Digital Twin

. History (https://jtclinfo.org/sd-2-history/jtc1-subcommittees/sc-41/)
- 2009: Creation of JTC 1/WG 7: Sensor networks
- 2014: Creation of JTC 1/WG 10: loT -
- 2016: Creation of SC41: loT and related technologies : Merging of WG 7 and WG 10
- 2020: Adding Digital Twins in the scope

» Scope (https://www.iec.ch/dyn/www/f?p=103:7:16160045003496:::FSP_ ORG ID,FSP LANG 1D:20486,25)

- Standardization in the area of Internet of Things and Digital Twin, including their related

technologies.
. Serve as the focus and proponent for JTC 1's standardization programme on the Internet of
Things and Digital Twin, including their related technologies.
. Provide guidance to JTC 1, IEC, ISO and other entities developing Internet of Things and Digital
Twin related applications.

14 -
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loT Projects in other Committees (3)
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02. Introduction to ISO/IEC JTC 1/SC 41
ISO/IEC JTC 1/SC 41 Membership

* P-members (voting) (Total: 32)
Australia , Austria, Belarus, Belgium, Canada,
China, Denmark, Finland, France, Germany, India,

Ireland, Israel, Iran, Italy, Japan, Korea, Luxembourg, Malaysia, Mexico,

Netherlands, Norway, Portugal, Russia, Saudi Arabia, Singapore, Spain,
Sweden, Switzerland, UAE, UK, US (Total: 32)

« O-members (observing) (Total: 10)
Argentina, Iceland, Indonesia, Hungary, Kenya,
Pakistan, Philippines, Poland, Romania, Slovakia
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02. Introduction to ISO/IEC JTC 1/SC 41

ISO/IEC JTC 1/SC 41 Liaisons

Internal Liaisons within ISO 21
Internal Liaisons within IEC 16
Internal Liaisons within ISO/IEC JTC 1 19
External Category A 10

External Category C 8

- 20 -
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02. Introduction to ISO/IEC JTC 1/SC 41

Strategic Approaches for SC 41 Standardization

» Concentrate on foundational standards: vocabularies, reference architectures,
interoperability, trustworthiness etc.

» Systematically collect use cases across all application domains to elicit and document
standardization requirements

» Have an ‘incubator’ to kick-start domains or sectors
applications to cover ‘dead-angles or to form a JWG

=21 -
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Vocabulary

ISO/IEC 20924

ISO/IEC 20924:2024

Internet of Things (loT) and digital twin - Vocabulary

ISO/IEC 20924:2024 provides a definition of Internet of Things and digital twin along with a set
of terms and definitions. This document is a terminology foundation for the Internet of Things
and digital twin. This third edition cancels and replaces the second edition published in 2021.

- 22 -



Intemational Standardization Trends of loT and Digital Twin

Global ICT Standards Conference 2025

03. Foundational Standards of JTC 1/SC 41

loT Reference Architecture (1)

1EC ISO/IEC 30141
A v-4

Edition 2.0 2024-08

INTERNATIONAL
STANDARD

Internet of things (loT) — Reference architecture

- 23 -
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loT Reference Architecture (Il)

 |oT RA serves as a conceptual
blueprint for designing, developing,

and governing loT systems. [ LEISE J Rumf;t[ J
* loT RA provides a common language, ‘ overns

structure, and best practices to :

ensure interoperability, scalability, conforms to [  Edition ]

security, and business alignment ISONEC 30141Edition 2

in complex loT ecosystems. Users of ISO/IEC 30141Edition 2 | Applies to

Guides
implementation .

loT System
of
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Methodology for creating loT RA

Viewpoint =

Stakeholders L2 Concemns 3 Viewpoint =

- 25 -
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loT RA Viewpoints and Views - ISO/IEC 30141

€ loT RA VIeOWpoInts: @and VIOWS ;... dsis i s s saiseinnis 12
6.1 CIVOIVIOW . i iininnmvaians smssun sasda sanevioss domsmeain 54 Sh e s SN s S A A w4 S M e e S e S s e s 12
6.2 Foundational 10T viewpoint and VIEWS ... cieeici e s aen e 13

6.2.1 FOUNdatioNSl 10T VIGWPDOINL . ... vivvaiimmmmmismsrssiessansiassaninisessssinaduosssass i 13
6.2.2 et e Mg BRIy A RO o e e P Ce A s 13
6.3 BUSINGSE VIBWDOINL AN VAW ..o i iiuns vianussiads iousissn saasae i insss sadansss Saas iuas 19
6.3.1 L U o Ly | R T 19
6.3.2 BUBSINOBB VIOW . ..o couviiinisiiiiiadinainsisis inaan s sias s Ao ons s e a s aa e s Mo SR ed S s 19
6.4 S A L T L BINRY BN o e o e m v i A A 5 Al S A A AN 21
6.4.1 UIBAGO VIBWPOINE i i tinivinins o n s s SR o s M S E T A S aa e maa s He s s s e sa s s s 21
6.4.2 T e T R 21
6.5 Functional viewpoint and VIOW:......:ccaii i iiniisesviiaesssonevindersdsnsiis 22
6.5.1 FUNCHONBI VIGWBOINY: .. covwrieuarsmaster sy s s v dss s (A VRS e e N S SR E AN SRR EHEY 22
6.5.2 PR CHO DAL VI i i i e i e e A e AR A e aes s v AR H e SR 23
— 6.6  Trustworthiness VIeWPOINt @nd VIBW .........cc.euurieeriuieierrmiereasmeeramnncessnsaasessnmesmmnnns 2D
6.6.1 TEUSIWOrTNINGSS: VIOWPOIN L. it d i kA s s v e e S S S aaniag 25
6.6.2 3 el ] T Tm———— 26
6.7 NI UCHON VIDWEDE NI RATI WEBWIE <. oot oncicansnainamismncss vans seivsuddssiaonsanisy vanasns seass s 29
6.7.1 OO VNI : . ol i i T b T el R T e T 29
6.7.2 O I O I i i S B A e R R S R e s st 3
6.7.3 BT CONBONE DRI . oo s v ST 32
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loT RA Patterns —ISO/IEC 30141 release 3
* Reusable solution to a common problem
« Well working solution for a common problem

» Use knowledge gained from past experience

- 27 -
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loT Trustworthiness (l)

GIGO = Garbage In Garbage Out

s,

o":“'lnu
exasy;
oty

https:/thestratizen.co ke/?p=686
https /Mmww.atlasobscura.com/articles/is-this-the-first-tim

e-anyone-printed-garbage-in-garbage-out

See also:

- 28 -



Intemational Standardization Trends of loT and Digital Twin

Global ICT Standards Conference 2025

03. Foundational Standards of JTC 1/SC 41

loT Trustworthiness (ll)

https://www.iiconsortium.org/pdf/Trustworthiness Framework Foundations.pdf

- 29 -
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loT Trustworthiness (lll)

ISO/IEC Technical ISO/IEC 30147
Specification 30149 ISO/IEC 30147:2021

ISO/IEC TS 30149:2024 Internet of Things (loT) - Integration of loT trustworthiness activities in
ISO/IEC/IEEE 15288 system engineering processes

Internet of Things (loT) - Trustworthiness principles ISO/IEC 30147:2021(E) provides system life cycle processes to implement
and maintain trustworthiness in an loT system or service by applying and

ISO/IEC TS 30149:2024 provides principles for loT trustworthiness based i :
supplementing ISO/IEC/IEEE 15288:2015. The system life cycle processes

on ISO/IEC 30141 - loT Reference Architecture.

- 30 -
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Overview of IT Trustworthiness projects

Trustworthiness related projects, April 2025 (Green = published, >=(D, =CD, Red = PWI, NP)
TS 5T723:2022 301472021 TR 275632023 TR 6114:2023 TR 5469:2024 TS 8200:2024 23894:2023 250xx
Trustworthiness Trustworthiness Security and Security Functional safety Controllabiity of Ciualty
wocabulary in lifecycle privacy in Al use throughout the and Al sysiems automated Al management requirernents
ProCEss Cases product Me cyce gystems and evaluaton
TS 30149:2024 TS 12791:2024 | TR 24027:2021 | TR 24028:2020
loT Treatment of Bias in Al Overview of
Trustworthiness blas aystarns and Al trustworthiness
principbes aided decision Al
TR 24029- TR 24368:2022 | TS 25058:2024
1,2:2021-2023 Orverview of Guidance for
Assassment of athical and uality eval of Al
robustress of NN | socketal concemsa aystems
25059:2023
‘Quabty model for
Al aystamns
31303 30187 5181 27080 27091 6254 12792 22443 8837
Tustworthiness - Evaluation Data Addressing Al Privacy Explainability of Transparancy Sociatal System
Overdew and indicators for loT Provenance security threats protection ML models and tatonomy of Al concems & reslliance
concepts sysiems to Al aystams Al systems (TS) gystems ethics (TS) Conoepis
25029 42105 42106
Al-enhanced Guidance for Benchmarking of H:.:mﬁ“m
nudging human cversight | Al system guality Archilecture
(TR} (IR}
27115 24029-3 25029 25053 Ed2 11034 Al
Cybersacurity Robustness NN Al-anhanced Quality moded for Trustworthiness Trushworthinees
eval of complex — atatistical nudging Al systems of cloud sendoes "
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loT Interoperability

* ISO/IEC 21823-1 Internet of things (loT) -
Interoperability for loT systems - Part 1: Framework

* ISO/IEC 21823-2 Internet of things (loT) -
Interoperability for loT systems - Part 2:
Transport interoperability

 ISO/IEC 21823-3 Internet of things (loT) -
Interoperability for IoT systems - Part 3:
Semantic interoperability

 ISO/IEC 21823-4 Internet of things (loT) -
Interoperability for loT systems - Part 4: Syntactic interoperability

 ISO/IEC 21823-5 Internet of things (loT) — Interoperability for loT systems - Part 5:
Behavioural and policy interoperability

Interoperability

- 32 -
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Data Space
governance framework and supporting services to build trustworthiness and enable data

sharing through an agreed set of policies, semantic models, protocols and processe
[SOURCE ISO/IEC 20151:2026, 3.1]

« A Data Space is a federated, interoperable framework that allows multiple stakeholders to
share, exchange, and use data in a trustworthy, secure, and sovereigh way - while
maintaining control over their own data.

» Key Characteristics
- Interoperability: Common standards and semantics ensure data exchange
- Trust & Governance: Rules, identity, and access are clearly managed
- Decentralization: No central data storage; distributed architecture
- Purpose-Bound Use: Data shared only for clearly defined purposes
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ISO/IEC JTC 1/SC 41/AG 31 External liaison collaboration ::

Data Space
(Survey by SC 41) Example of landscape work: categorizing standards.

1 Introduction....ouwee..
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1.1 Copyright.. [ lll T g
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2.2 ISOMEC 5212:2024 Data usage Guidance for data usage (SC32).......... f
)
3 Drata sharing — Meta dafi oo s s s s s s 4 III
i |
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Data Space - Related Committees and Standards

‘ ‘ —] Data — %%
L]
An integration spaces B Uncer dovelopment |+ 3 2@
L]
. SC38 - 20151 SC38 - 25850 [ Final draft or published L] .t M
e, rs pe ct | Ve Dataspace concepts Dataspace use (
p & characteristic cases
| Architecture t {  Interoperability  |fre—
SC41 - 30152 SC41 - 30151 SC38 — 19941 Ed2
SCMI;E{Q? Ed2 laT and Digital Twins Extraction of data Interoperability
in data spaces product and portability
SCT - 42042 SC41 - 30153 SC41 - 218231
Reference oo 30188 Guidelines for digital Interoperability
architecture (RA) 9 twin entity modeling framework
1 I 1 | Data I—
WG13-5723 SC41 - 30149 10T SC2T - 27115 SC41 - 21823-5 SC27 - 5181 SC32 - 5207
Trustworthiness Trustworthiness Cybersecurity eval. Behavioral & policy Data brovenance Data usage terms
vocabulary principles of complex systems interoperability proven and concepts
WG13-31310 WG13 - 31303 SC27 - 27568 SC27 - 27564 8C32 - 19763-3 SC32-5212
Trustworthiness - Trustworthiness Security and Privacy Priva i models Metamodel for Data usage
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Digital Twin
 Develop a strong set of Digital Twin foundational standards

ISO/IEC 20924 Ed3 loT and digital twin vocabulary

ISO/IEC 30173 Digital twin concepts and terminology

ISO/IEC 30186 Digital twin maturity model and assessment guidance
ISO/IEC 30188 Digital twin Reference Architecture

ISO/IEC TR 30138 Fidelity metric of digital twin system

ISO/IEC 30151 Digital Twin extraction & transaction of data products
ISO/IEC 30152 loT & DTw guidance on connection to data spaces
ISO/IEC 30153 Digitaltwin guidelines for digital entity modelling
ISO/IEC 40188 Guidance on digital twin reference architecture

- 36 -
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04. Vertical Standards of JTC 1/SC 41
IT/OT Convergence

* IT/OT convergence is the integration of information technology (IT) systems used for
data-centric computing with operational technology (OT) systems used to monitor events,
processes and devices and make adjustments in enterprise and industrial operations.

« Smart Manufacturing, Smart Factory, Industrial Automation ...

-37-
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DTw for Smart City : CitiVerse

Painting the landscape of standards for CitiVerse
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Bio-Digital Convergence
« Smart Health Care, Smart Hospital ..

S Wi »inxee

-39 -
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Others

 Environment Monitoring & Climate Change

ISO/IEC 30179:2023
Edition 1.0 (2023-01-26)
Internet of Things (loT) - Overview and general requirements of loT system for ecological environment monitoring

 Pandemic

ISO/IEC TS 30180:2025
Edition 1.0 (2025-08-21)
Internet of Things (loT) - Functional requirements to determine the status of self-quarantine through loT data interfaces

* Foods

ISO/IEC 30199 ED1
Internet of Things (loT) - Smart onshore
aquaculture - General and technical requirements

« Smart Health Care (for Elderly)

ISO/IEC TR 30123 ED1
Internet of Things (loT) - Guidance on loT application to
home healthcare

~20 -
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Underwater loT — amazing potential applications !!

* ISO/IEC 30140 : Underwater acoustic sensor hetwork (UWASN)
Part 1: Overview and requirements
Part 2: Reference architecture
Part 3: Entities and interfaces
Part 4: Interoperability

- Rl N

*.A

e 2;, ,,@f),, 767

 Presently developing a technical report (TR): “Environmental and Ecological Effects, Risks,
and Considerations of Underwater Acoustic Signaling.”

g
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| [

Radio Acoustic RFID Monitoring

Maritime loT ij', 1;_ =

* Ships loT and Smart vessels -~ e T

- Smart Ports and logistics hubs : D‘a/*”'“”" " A
- Cargo tracking e

 Container management
 Offshore energy and fisheries operations

7 -
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Technological Improvements

 Sensors & Actuators Technologie
- Biosensors, Quantum sensors, Virtual sensors
- Piezoelectrics, artificial muscles ..
* Internet of X Things
- Internet of Intelligent Things (AloT)
- Internet of Robotics Things
- Internet of Multimedia Things
« Communication and Networking Technologies
- Underwater
- In body
« Computing Technologies
- Distributed computing : the edge and the extreme edge
- Neuromorphic computing

- Swarm Computing
A4 ~ 43 -
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05. Conclusion
Challenges

« Data Space
- Data Interoperability
- Connection of (loT & DTw) systems to Dataspaces

* Trustworthiness
- Conformity Assessment and Quality Assurance
- MSS

 DTw for Metaverse
- Integration of Digital Twins With Extended Realty (XR)
- DTaaS and Cloud-based Solutions
- Growth into New Markets and Domains

— A7 -
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05. Conclusion

Future SC 41 Plenary Meetings

« 2025: November 24 ~ 28, Berlin Germany
« 2026: May 11 ~ 15, Paris, France
« 2026: November 30 ~ December 4, Kanazawa, Japan

~5 -



Intemational Standardization Trends of loT and Digital Twin

05. Conclusion
IEC loT Web Page

Global ICT Standards Conference 2025

Qadioedibanms T Mebator  SUERF ook hhas nuving  Contiet o4 - War

" . lwdui ) o\ e wh war NGy e . Q
sevhge ams rer 1%y . Lol t . 4 Brrtstves w .

SRS ¢ Ahems Arerae R RIN0e ) Venren O Thange (aT

Internet of Things

Thege Dot gots rewvod

A SINE L2 A »

- - 3 -« - - - ™~ >
» - . > 3
. _ ’ tmen !
'
Lt 1 1) .
A - ed ) -
xoh v
. . i 1 -
--------- 1 ewwt o .
2 " Ny
-y . [ F
B4 sy v ) or - oL w -
L é A - ~TA
4 < - ~ L -~ - T
. -~ )

—6 -

https://www.youtube.com/watch?v=az-Dy2XuF Gw



2025

Global ICT Standards Conference 2025

S|
Al

andintellectual Property:
Al for All

@ amnigvosas (@) Ramed s (@) seamere TTA HTP KEA —lista ETRI



	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23
	슬라이드 24
	슬라이드 25
	슬라이드 26
	슬라이드 27
	슬라이드 28
	슬라이드 29
	슬라이드 30
	슬라이드 31
	슬라이드 32
	슬라이드 33
	슬라이드 34
	슬라이드 35
	슬라이드 36
	슬라이드 37
	슬라이드 38
	슬라이드 39
	슬라이드 40
	슬라이드 41
	슬라이드 42
	슬라이드 43
	슬라이드 44
	슬라이드 45
	슬라이드 46
	슬라이드 47

